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Abstract—Despite years of intensive research, the main deterrents of widely deploying secure communication between wireless nodes
remains the cumbersome key setup process. In this paper, we address this problem and we introduce Integrity (I) regions, a novel
security primitive that enables message authentication in wireless networks without the use of pre-established or pre-certified keys.
Integrity regions are based on the verification of entity proximity through time-of-arrival ranging techniques. IRegions can be efficiently
implemented with ultrasonic ranging, in spite of the fact that ultrasound ranging techniques are vulnerable to distance enlargement and
reduction attacks. We further show how IRegions can be used for key establishment in mobile peer-to-peer wireless networks and we
propose a novel automatic key establishment approach, largely transparent to users, by leveraging on IRegions and nodes’ mobility.
We analyze our proposals against a multitude of security threats and we validate our findings via extensive simulations.
Index Terms—Authentication, Key Establishment, Distance Bounding, Node Mobility, Wireless Networks.
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I NTRODUCTION

Wireless technology enables users to communicate, regardless of their micro-location, provided that their devices are located within each others’ radio range. The
extent of this range depends on devices’ transmitting
power, (transmitting and receiving) antenna gains, receiver sensitivity, and on various environmental factors [1]. In an adversarial setting, this means that users
can hardly predict the maximal distance from which
an adversary with a much higher receiver sensitivity
and antenna gain can eavesdrop on their communication. Moreover, an adversary can use devices with high
transmission power; this enables her to insert, modify,
and jam messages exchanged between users from large
distances. Given this, two wireless devices trying to establish a shared secret key (e.g. using the Difﬁe-Hellman
(DH) protocol [2]) could be subject to the known man-inthe-middle (MITM) attacks on the non-authenticated DH
protocol [3] and therefore might not be able to establish
the key securely.
However, in spite of its aforementioned shortcomings,
the legacy paradigm of wireless communication embeds
basic properties that might strengthen secure communication between nodes; indeed, wireless networks can
leverage on node mobility to increase security. People
want to meet in person because they believe – and
rightly so – that physical presence is the best way to
increase trust with others and to exchange information in
a reliable way. To achieve this, they might accept to travel
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long distances and to support the related inconveniences.
In this work, we leverage on this observation and
we introduce Integrity regions (IRegions), a new security primitive that prevents MITM attacks on wireless
communication through veriﬁcation of presence. IRegions
rely on range measurements to prevent distant attackers
from inserting forged messages into the communication
between the devices. In our approach, for each received
message, the devices verify if it came from an expected
distance (i.e. from their integrity regions). If the message
came from the expected (safe) distance, it is accepted
as authentic. With IRegions, we force the attacker to be
present in the close proximity of the devices in order
to perform a man-in-the-middle attack. If the users can
verify (i.e., visually) that the attacker is not present in
their immediate vicinity, they will be able to verify the
integrity and the authenticity of the exchanged messages
and therefore prevent MITM attacks. IRegions can be
implemented with ultrasonic or radio time-of-arrival
ranging techniques. However, due to its lower hardware
requirements, we demonstrate in this work the feasibility
of IRegions using ultrasonic ranging.
The most straightforward application of IRegions lies
in the area of key establishment in wireless peer-to-peer
networks; using IRegions, users can establish a shared
secret key by simply getting physically close (e.g., by
meeting each other) and by verifying that the attacker
is absent from their close proximity (the joint integrity
region). Fig. 1 (a) illustrates the integrity regions of
users A and B (whose sizes are determined by their
mutual distance d), and the location of attacker (M)
placed outside of these integrity regions. In this setting,
users A and B can, using IRegions, securely establish
their shared secret key. As illustrated in Fig. 1 (b),
IRegions can also be used to acquire authentic public
keys from other devices. Another application of IRegions
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Fig. 1. Examples of applications of integrity regions. (a)
Key establishment (e.g., exchange of the Diffie-Hellman
public keys – bidirectional message authentication and
integrity verification); (b) Device authentication (user receives an authentic public-key of a device – unidirectional
message authentication and integrity verification).
lies in the area of access control protocols for implantable
medical devices (IMDs, e.g., pacemakers) [4]. IRegions
can enable an implanted medical device to grant access
to its resources only to those devices that are in its close
proximity (current protocols require that the reader is
located within few centimeters from the reader during
the key exchange phase [4]).
Even in scenarios in which there is no visual veriﬁcation of the space by users, integrity regions force the
attacker to come close to the devices (i.e., within devices’
mutual distance) in order to successfully perform MITM
attacks. If the exchanged messages are part of a persistent key establishment system, the attacker has to be
inside the integrity region of the nodes whenever they
exchange messages. As a result, the cost of mounting the
attack can exceed by far the expected payoff (gain) for
the attacker, thus rendering the attack unattractive.
This paper is an enhanced and extended version of
the work in [5] (we omitted some details due to lack
of space). More speciﬁcally, in this paper we provide
formal proofs for the security of our scheme and we
extend the concept of IRegions to mobile wireless peerto-peer networks. In that respect, we propose novel and
automatic protocols that allow secure key establishment
between users by leveraging on the mobility of nodes.
We thoroughly analyze the security of our proposals
and we evaluate their performance through extensive
simulations using realistic mobility models.
The rest of the paper is organized as follows. In Section 2, we state our problem, overview related work and
we describe our system and attacker model. In Section 3,
we formally introduce IRegions. In Section 4, we show
how IRegions can be used to securely establish keys
between two users. In Section 5, we utilize the concept
of IRegions in the scope of key establishment in wireless
peer-to-peer networks. In Section 6, we discuss further
insights to our proposed scheme and we conclude the
paper in Section 7.

2

P ROBLEM

STATEMENT

We consider examples of people meeting and gathering
in public places (e.g., shopping malls, restaurants, con-

ferences, classrooms, etc.) and continue communicating
after their encounters (typically over the Internet).
Now consider the following problem. Two users meet
for the ﬁrst time and want to establish a shared key
(alternatively, a user approaches a device and wants to
establish a key with this device). Although they can
visually recognize each other, we assume that they do
not share any authenticated cryptographic information
(e.g., public keys or a shared secret) prior to this meeting.
In addition, the users can communicate only over a radio
channel (no infrared or physical ports are available).
Note that an attacker does not have to be located close to the
devices running the protocol. This is due to two reasons:
(i) an attacker can use high-gain antennas to eavesdrop
on devices’ communication and (ii) an attacker can
jam devices’ communication from large distances, using
high-power antennas. With these two “tools” in hand, an
attacker’s attack space is large and she effectively controls
the channel [6], [7].
In this work, our goal is to devise mechanisms that
prevent the attacker from modifying the messages containing
public keys and/or DH parameters on a radio channel without
being noticed.
2.1 Related work
The problem of key establishment is a very active area
of research. However, thus far, only few solutions have
been proposed for the problem that we consider.
Stajano et al. propose the resurrecting duckling security
policy model, [8] and [9], in which key establishment
is based on the physical contact between communicating parties (their PDAs). An approach inspired by the
resurrecting duckling security policy model was also
proposed by Balfanz et al. [10]. Asokan et al. propose
another solution based on a shared password [11]. They
consider the problem of setting up a session key between
a group of people (i.e., their computers) based on a
fresh password chosen and shared among the parties
present in the room; the shared password is then used to
derive a strong shared session key. Users might be unreliable when dealing with meaningless strings, and have
difﬁculties remembering strong passwords. To counter
this problem, in [12], Perrig et al. suggest using hash
visualization to improve the security of such systems.
In [13], Maher et al. present several methods to verify
DH public parameters exchanged between users. This
technique had a ﬂaw, discovered by Jakobsson. Motivated by the ﬂaw, Jakobsson et al. [14] proposed two solutions based on a temporary secret shared between the
two users. In [15], Čagalj et al. propose an efﬁcient protocol that enables provably secure authentication through
the transfer of a short bit sequence over speciﬁcally
constructed secure channels. In [16], Laur et al. show
that such message authenticators require non-malleable
commitment schemes. In [17], Castelluccia et al. propose
a device pairing protocol for CPU-constrained devices
which relies on device indistinguishability. In [4], Ras-
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mussen et al. proposed an access control protocol for
implantable medical devices (IMDs).
In [18], Čagalj et al. propose Integrity codes, a coding
scheme that enables integrity protection of messages
exchanged between entities that do not hold any mutual authentication material (i.e. public keys or shared
secret keys). In [19] McCune, Perrig and Reiter present
a system that utilizes barcodes and camera-telephones
to implement a visual channel for authentication and
demonstrative identiﬁcation of devices. In [20], Goodrich
et al. present a similar solution, based on voice channels.
In the scope of mobile ad-hoc networks, a number of
proposals have been recently published to bootstrap the
keys [21], [22], [23], [24], [25]. However, they diverge
from our main goal, which is to set up a shared key
for future use over the Internet. Other approaches, motivated by the mobility in IPv6, proposed by Montenegro
and Castelluccia (SUCV) [26] and by O’Shea and Roe
(CAM) [27], consist in binding the public key of a node
to its IP address. However, all these solutions require an
active involvement of the user (they are thus cumbersome to use), and thus they may not scale well.
2.2

Primitives

The Difﬁe-Hellman (DH) key agreement protocol [2]
seems to be appropriate for the problem at hand; to agree
on a shared key, two users, Alice (A) and Bob (B) proceed as follows: A picks a random secret exponent XA ,
and calculates the DH public parameter g XA , where g is
a generator of a group of large order. B does the same,
that is, he calculates g XB . Finally, A and B exchange
the public parameters g XA and g XB and calculate the
shared DH key K = g XA XB = (g XA )XB = (g XB )XA . In
this sense, the DH key agreement protocol is believed to
be secure against a passive eavesdropping adversary1 .
We present our solution over the multiplicative group
G with the generator g. Here, we take G to be a subgroup
of Z∗p of the prime order q, where Z∗p is the multiplicative
group of non-zero integers modulo a large prime p.
However, our analysis equally applies to any group in
which the Difﬁe-Hellman problem is hard. These are all
groups in which it is infeasible to distinguish between
quadruples of the form (g, g x , g y , g xy ) and quadruples
(g, g x , g y , g z ) where x, y, z are random exponents. Furthermore, we assume that p and a generator g of Z∗p ,
(2 ≤ g ≤ p − 2) are selected and published. We further
assume that all devices are preloaded with these values2 .
Commitment schemes are additional important cryptographic building blocks that we will be using in our
protocols. The semantics of a commitment scheme are
the following: (i) a user who commits to a certain value
cannot change this value afterwards (we say that the
1. This is true provided that the Computational Difﬁe-Hellman
problem [28] is intractable.
2. We stress at this point that users could select and communicate to
each other their own parameters p and g. However, this would come
at the expense of the number (and size) of messages to be exchanged
between the users and the complexity of the key exchange protocols.

A's INTEGRITY
REGION

M

A's INTEGRITY
REGION

A's PRIVATE
SPACE

M
A

A

d

d

Communication range
(directional antenna)
Communication range
(omnidirectional antenna)

(a)

(b)

Fig. 2. Examples of integrity regions for user A with (a)
omnidirectional and (b) directional antennas.
scheme is binding), (ii) the commitment is hidden from
its receiver until the sender “opens” it (we say that
the scheme is hiding). That is, a commitment scheme
transforms a value m into a commitment/opening pair
(c, o), where c reveals no information about m, but
(c, o) together reveal m, and it is infeasible to ﬁnd ô
such that (c, ô) reveals m̂ = m. Now, if Bob wants
to commit a value m to Alice, he ﬁrst generates the
commitment/opening pair (c, o) ← commit(m), and
sends c to Alice. To open m, Bob simply sends ô (and
m if necessary) to Alice, who runs m̂ ← open(ĉ, ô); we
denote with m̂ the message at the receiver’s side when
message m is sent over a public (unauthentic) channel. If
the employed commitment scheme is “correct”, we must
have m = m̂ at the end of the protocol.
2.3 System and Attacker Model
We assume that the two entities involved in the communication (A and B) know the (public) protocol parameters. However, we assume that they do not share
any mutual information (e.g., shared keys). Each user is
equipped with a personal device (e.g., a PDA) – referred
to as a node – that is able to communicate via radio
and to perform appropriate cryptographic operations.
We also assume that each user has a unique identiﬁer
(e.g., an e-mail address) that can be equally used as
a unique identiﬁer of the user’s personal device. We
further assume that the nodes use moderate transmission
ranges (typically less than 10 m, similar to Bluetooth). In
our protocols, nodes use one-hop radio communication;
that is, they do not relay packets for others when setting
up shared keys. This, however, does not prevent an
attacker itself from relaying packets.
We adopt the following attacker model: we assume
that a third party, the attacker Mallory (M ) controls
the communication channel in a sense that she can
eavesdrop messages and modify transmitted messages
by adding her own messages to the channel. The attacker
can further jam transmissions and prevent the transmission of the information contained in the message. Finally,
we assume M to be computationally bounded.
We classify attackers according to their antenna gain
and transmitting power. Consequently, the attacker M
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with the highest antenna gain and transmitting power
will be able to control the channel from the furthest
distances. We do note however, that this space is ﬁnite
given that the device’s transmitting power and its receiver sensitivity are ﬁnite. Still, in our analysis, we will
assume that the distance from which the attacker can
control the channel is large (i.e., much larger than the
devices’ communication range).

3

I NTEGRITY

REGIONS

In this section, we formally introduce the concept of
Integrity regions. First, we introduce the notion of the
private space. We deﬁne it as follows:
Deﬁnition 1: A user’s (device’s) private space P S(A) is
the largest spherical space centered at user’s (device’s)
location, within which the user can establish (e.g., visually) the presence of other wireless devices, or within
which the user can assume the absence of adversaries.
In this sense, the user’s (device’s) private space is a
space that the user (device) controls or knows. This space
is typically very small (i.e., < 1 m in radius).
We now deﬁne integrity regions as follows:
Deﬁnition 2: An integrity region IR(A) of a user A is
the subspace of its private space P S(A), bounded by the
device’s communication channel directionality.
The size of an integrity region is determined by the
radius d of user’s private space and depends on the
directionality of device’s antenna. Fig. 2 shows two
examples of integrity regions, namely, devices with directional and omnidirectional antennas. Note here that
the size of the integrity region is controlled by the user
and is upper-bounded by the size of user’s private space.
An integrity region is a user controlled space, in
which the user (or a device) has sufﬁcient conﬁdence
to establish keys.
3.1

Message Authentication & Integrity Verification

Having deﬁned integrity regions, we now construct a
Message Transfer authenticator based on Integrity Regions
(MT-IR). With this protocol, a device can verify the
integrity and the authenticity of messages received from
other devices within its integrity regions.
In our description, we use the notation x̂ to denote
the message at the receiver’s side when message x is
sent over a public (unauthentic and insecure) channel.
Given two devices A and B, device A controls its
integrity region IR(A) (i.e., is aware of the presence or
absence of devices). A and B choose the size of A’s
integrity region IR(A) so that they are the only devices
in this space; if they cannot ensure this at their current
position, they can move to a location where this is possible. Recall that A and B do not share any secrets or hold
each-others’ public keys. We further assume that both
devices are equipped with speakers and microphones
and are able to perform ultrasonic ranging; examples of
such devices are Cricket sensor motes [29].

We construct our Message Transfer authenticator
based on IRegions (MT-IR) as shown in Fig. 3. In this
protocol, node B ﬁrst commits to the message that it
wants to send to A, and sends a commitment c of the
message to A. As noted in Section 2.2, this commitment
is both binding and hiding, and non-malleable [16]; it
binds the sender to the message and hides the value
of the message from the receiver. The veriﬁer (A) then
issues a fresh, randomly generated challenge NA and
measures the time until it received the response from
B. This response is computed by B as a function of the
challenge NA and of the message decommitment o; it is
sent over an ultrasonic communication channel and is
received by A on its ultrasonic interface. After receiving
this ultrasonic signal, A then calculates the distance
A
d = s(tA
r − ts ) which corresponds to the measured
A
time of ﬂight of the ultrasonic signal (tA
r − ts ); here,
s is the speed of sound, and the time of ﬂight of the
radio signal is neglected. Note that NA and RB are
exchanged bit-by-bit [30]. We do acknowledge that some
time is required for processing at node B, but this time
(< 100 μs) is negligible compared to the time of ﬂight of
the ultrasonic signal (approximately 2 ms for a distance
of 70 cm). Node A therefore does not account for B’s
processing time and considers this time to be 0 s. By
ﬁxing the processing time to 0 s, we essentially turn this
ranging protocol into a distance-bounding protocol on
B [30], [31]. Finalizing the protocol, (i) A veriﬁes that the
measured distance d is within its (A’s) integrity region;
this veriﬁcation can be done automatically by the device
if the radius d of the integrity region is known and predeﬁned in the device (in most application scenarios, this
radius can be estimated to approximately 0.3-1 m, e.g., as
in implantable medical devices [4]), (ii) A veriﬁes (e.g.,
visually) that, except for B, there are no other devices
within the integrity region at any distance d ≤ d (i.e.,
closer to A than B).
If both veriﬁcations pass, A accepts that the message m̂
it received was generated by B and was not altered in
transmission. In Section 3.2, we show that the vulnerability of ultrasound ranging to distance enlargement and
reduction attacks does not give Mallory any advantage
with respect to the MT-IR protocol. We stress at this point
that A identiﬁes B visually, and therefore associates the
received message with the person (or the device) that it
sees. This is illustrated in Fig. 1.
In its construction, MT-IR protocol is similar to distance bounding protocols [30], [31]. MT-IR differs from
distance-bounding in that it uses range measurements
within integrity regions to provide authentication and
message integrity veriﬁcation between devices that do
not share any authentication material.
3.2 Security Analysis of the MT-IR Protocol
The MT-IR protocol achieves two goals: message authentication and integrity veriﬁcation. In what follows, we
analyze the security of our proposed protocol. The proofs
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(1) Verify that the measured distance d is within its (A’s) integrity region.
(2) Verify that there are no other devices in A’s integrity region.
If the two veriﬁcations pass, A accepts that message m
b was generated by B and
was not altered in transmission.

Fig. 3. Message Transfer authenticator based on Integrity Regions (MT-IR). Device A verifies if the message was
received from device B and if it’s integrity was preserved. (the full and the dashed arcs represent radio and an
ultrasonic channel, respectively). Note that NA and RB are exchanged bit-by-bit.
that we provide are our adaptation of the proofs of the
message transfer authenticator based on short strings
comparison in [15].
Matching Conversations: We consider an active attacker
Mallory in the communication model of Bellare and
Rogaway [32] (for the reasoning why, refer to Section 4),
meaning that Mallory can observe, modify and schedule
communication between a pair of parties (A, B). In this
model, a protocol Π(k, I) is executed by a pair of parties
(A, B) ∈ I, where I is a set of parties that share some
common context (e.g., they all run a message authentication protocol). By ΠtB,A we mean that a party B attempts
to authenticate a message from party A in a session that
B believes has the session identiﬁer t ∈ N.
We let Mallory interact with ΠsA,B and ΠtB,A as oracles in a “black box” style, meaning that Mallory can
query ΠsA,B by supplying A with input queries that
comply to the observed authentication protocol. In the
response to any query, oracle ΠsA,B outputs a message
that complies to the authentication protocol. We use
the following format (A, B, s, conv) to record all queries
and responses that ΠsA,B sent out in the session that A
marks as s ∈ N; we do “the same” for ΠsB,A . Here, conv
denotes a conversation of ΠsA,B , meaning a sequence of
timely ordered messages that ΠsA,B has sent out and
received. We say that ΠsA,B and ΠtB,A have matching
conversations, if for each message m sent out by ΠsA,B
in time τi , ΠtB,A received the same message m in τi+1
and if for each message m sent out by ΠtB,A in time τi ,
ΠsA,B received the same message m in τi+1 [32]. Here,
τ0 < τ1 < τ2 < ... < τR is, for some positive integer
R, a time sequence recorded by ΠsA,B and ΠtB,A when
conversing.
Consider the protocol on Fig. 3; the conversations of
ΠsA,B and ΠtB,A can be written as follows:
convB = (τ0 , ⊥, (c, B)), (τ2 , N̂A , RB );
convA = (τ1 , (ĉ, B), NA ), (τ3 , R̂B , ⊥);

(1)

where ⊥ means that a party receives/sends no message
in the corresponding time τi . We ﬁrst observe that if the

two conversations are not modiﬁed by adversary M ,
ΠtA,B will reach the “Accept” decision and convA and
convB will be matching. This is obvious because then
m
 = open(ĉ, R̂B ⊕ NA ) (Fig. 3) Moreover, τ0 < τ1 < τ2 <
τ3 . This essentially means that party B will believe that
the message m̂ was sent by party A.
Deﬁnition 3: We say that Π(k, (A, B)) is a secure authentication protocol between A and B if attacker M
cannot win, except with a satisfactorily small probability
O(2−k ). Here, M wins if ΠsA,B and ΠtB,A reach the
“Accept” decision while they do not have matching
conversations.
Observe that if any of ĉ, N̂A , R̂B are missing, ΠtA,B
and ΠtB,A will simply “Abort” the protocol Π(k, I) and
adversary M will certainly fail to convince ΠsA,B to
“Accept”.
Security of the Authenticator: We denote the MT-IR
authenticator as a protocol Π(k, I). We observe a pair
of parties (A, B) ∈ I running Π(k, I) and a powerful
polynomially-bounded active attacker Mallory. We assume the adversary M does not belong to the set I; this
is consistent with the model of Bellare and Rogaway [32]
and with the fact that any two parties A and B running
Π(k, I) mutually trust each other.
In our security proof of Π(k, I), we consider the
commit(·) function to be an ideal commitment. We further assume that each party has access to a perfect
random number generator. Note that we will observe
the security of Π(k, I) in the sense of Deﬁnition 3. Let
γ be the maximum number of sessions (successful or
abortive) that any party can participate in. We will
assume that there are at most n parties using protocol
Π(k, I). In our analysis, we will also assume that each
party participates in at most one message authentication
session at a time [15].
We show that for ﬁxed A, B and t, the probability
that oracle ΠtA,B outputs “Accept” without a matching
conversation is satisfactorily small. Note that if ΠtA,B
outputs “Accept” then there must exist some oracle ΠsB,A
(with party B) that outputs “Accept” too; message i, at
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the end of protocol Π(k, I), guarantees this. We ﬁrst state
the following intuitive result:
Lemma 1: If adversary M is to succeed against a pair
of oracles (ΠsA,B , ΠtB,A ), then we must have c = ĉ, where
c is the commitment sent out by ΠsB,A and ĉ is the
commitment received by ΠtA,B .
Proof: If c = ĉ and ΠsA,B and ΠtB,A both “Accept”,
then ΠsA,B and ΠtB,A must have matching conversations.
Indeed, M cannot break the used ideal commitment
scheme, so we must have o = ô and hence m = m̂ and
NA = N̂A . Furthermore, since ΠsA,B “Accepts”, we have
m
 = open(ĉ, R̂B ⊕ NA ). Moreover, τ0 < τ1 < τ2 < τ3 .
Therefore, ΠsA,B and ΠtB,A have matching conversations.
Consider now the interaction between a pair of oracles
(ΠsA,B , ΠtB,A ) and adversary M as given in (1). Assume
that (ĉ, ô) is a valid commit/opening pair (i.e., M does
not try to break the commitment scheme) and assume
c = ĉ (Lemma 1). Note that if any of the two assumptions
does not hold, then M certainly fails. Then, we have the
following:
Lemma 2: For any such interaction between ΠsA,B and
t
ΠB,A and adversary M , we have P r[NA ⊕ R̂B = RB ⊕
N̂A ] ≤ 2−k .
Proof: Observe that M has to submit R̂B before
actually seeing NA . This follows from the unfolding of
Π(k, I), the hiding property of the commitment scheme
and the distance measurement performed by A (as
shown in Fig. 4, A veriﬁes that B is the only device
present in its integrity region hence the adversary M is
located outside A’s integrity region).
If M jams all trafﬁc from B and replies on its behalf,
M also has to prove that she is at distance d where
B is located. Such an attack would only be possible if
the attacker would have a helper node located close to
A, which would then create a radio wormhole. Since
A controls its integrity region and can visually verify
the absence of such attacker nodes in its proximity,
this attack will fail. The only alternative for M is to
therefore send a “reply” message R̂B to A ahead of time,
anticipating the transmission of NA .
Thus, irrespectively of the attacking strategy taken
by M , R̂B is disclosed as the closing value over the
unauthenticated channel. Then, we have P r[NA ⊕ R̂B =
NA ⊕RB ] ≤ 2−k , that is, NA and R̂B are independent and
uniformly distributed random variables since R̂B was
generated before NA . Note that the assumption c = ĉ
precludes from trivial situations, where M would not
modify the messages, to take place; in which case we
would have P r[NA ⊕ R̂B = NA ⊕ RB ] = 1.
From Lemma 2, we conclude that the probability that
there exists oracle ΠtA,B that belongs to party A and
that “Accepts” without a matching conversation is at
most 2−k times the maximum number of interactions
(successful or abortive) that party A has participated in.
It is crucial that we take abortive attempts into account,
too, when evaluating the probability that M is successful

A's INTEGRITY
REGION

M
d''
A
d

d'

B

A's communication region

Fig. 4. Message authentication and integrity verification
with MT-IR. A accepts that the message m̂ was generated
by B and was not altered in transmission only if the measured distance d is within the integrity region (d ≤ d).
against a given party [15]. This is because M learns that
his attempt is unsuccessful (i.e., NA ⊕ R̂B = NA ⊕ RB )
before M potentially sends out ô in an attempt to disclose
m̂ to party A. If M is not successful in a given attempt,
he can simply abort the protocol by simply not sending
dˆ to B.
Since we limit each party to participate in at most γ
successful or abortive runs of Π(k, I), the probability
that there exists oracle ΠtB,A that belongs to party A
and that “Accepts” without a matching conversation is
at most γ2−k . Note that party B “Accepts” only if the
corresponding party A “Accepts”. Finally, the probability
that any party is broken, assuming that there are n
parties that use protocol Π(k, I), is at most nγ2−k .
3.3 Demonstration of Distance Manipulation Attacks
We implemented the MT-IR protocol using Cricket motes
[29], running TinyOS. Cricket mote is a Mica-based
platform [33] enhanced with an ultrasonic channel.
In our implementation, we used ON/OFF keying as
the signal coding scheme for the transmission of messages over an ultrasonic channel (i.e. for the transmission
of message r in the MT-IR protocol): bit “1” was encoded
as a presence of the ultrasonic signal of duration 200μs
within a transmission window of 60ms, and bit “0” was
transmitted as the absence of signal of the same duration
within the same window (60ms) (the last 200μs are
considered as the start of the bit). Conforming with [30],
NA and RB are exchanged bit-by-bit.
The commitment scheme was implemented using
TinySec [34] message authentication code (MAC) implementation with Skipjack. The commit c to the message
is therefore the output of the MAC function, and the
decommit value o is the message itself and the secret
key that was used to generate the commitment.
To better illustrate the need for a veriﬁed integrity
region in our scheme, we demonstrated a range manipulation attack on the previous MT-IR implementation,
which is possible if the attacker can place hidden nodes
in the integrity region. By doing so, it will be able to
perform a wormhole attack and pretend that it is in the
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Fig. 5. Wormhole attack on ultrasonic ranging. The
attacker can reduce the distance to the device A only up
to the sum of the distances d1 and d2 .
integrity region of A. Here, an attacker places node M2
at distance d2 < d < d from A and another node M1 at
distance d1 from its own location.
Adversarial nodes M1 and M2 communicate mutually
using a radio signal, through which they speed-up ultrasonic signals between M and A. Since the distance
from M1 to M can be arbitrary small (both nodes are
controlled by the attacker), the only limitation that these
nodes have in performing the attack is in M2 ’s distance
to A. This can be observed in our measurement results
presented in Fig. 5, which show that the attackers can
successfully reduce the distance between A and M up to
the value (d1 + d2 ), that is, the sum of distances between
M1 and M2 to M and A, respectively. Given appropriate
control of the immediate vicinity of the devices, the
attackers that are located outside the integrity region
cannot violate the integrity and the authenticity of the
exchanged messages.

4
OF

K EY AGREEMENT T HROUGH V ERIFICATION
P RESENCE

In this section, we describe a key agreement protocol
based on MT-IR that allows two parties that share no
initial secrets (keys) or certiﬁcates to agree on a shared
(secret) key.
4.1 From Secure Message Transfer Authenticator to
Secure Key Agreement
In Section 3.1, we presented the message transfer authentication based on integrity regions (Fig. 3) that ensures
that the message m̂ accepted by Alice is the same message m that has been sent by Bob.
In [35], Bellare et al. propose a very intuitive modular approach to security analysis and construction of
secure protocols. This approach assumes two adversarial
models: the authenticated link model (AM) and the unauthenticated links model (UM). Roughly speaking, the

AM model is an ideal-world model in which the attacker
is passive (e.g., she only eavesdrops communication). On
the contrary, the UM model is a real-world model, in
which the attacker is active; she can replay and insert
messages. The security of the protocol is ﬁrst proven
in the AM model, assuming (as assumed by the model
itself) that all the communication between the parties is
authenticated. If the protocol is proven to be secure in the
AM model, then it can be shown to be secure in the UM
model, provided that each message transmitted between
the parties is authenticated by a MT-authenticator [35].
It is proven in [35] that the basic DH protocol is
secure in the AM model, assuming that the Decisional
DH problem is intractable. Now, to obtain a secure DH
protocol in unauthenticated networks (UM model), we
simply apply the MT-IR authenticator to each the DH
public keys g XA and g XB of the basic DH protocol. Alice
and Bob will run the MT-IR protocol (Fig. 3) two times;
that is, (i) by setting m = g XB and running the protocol
in Fig. 3, Alice will verify the integrity and authenticity
of g XB , and (ii) Bob will similarly verify the integrity
and authenticity of g XA .
Then, based on [35], we have the following proposition:
Proposition 1: The authenticated Difﬁe-Hellman protocol, conditioned on the security of the MT-IR authenticator (Section 3.2), is secure (i.e., a computationally
bounded adversary cannot trick the parties into accepting modiﬁed DH contributions).
However, applying the MT-IR authenticator to each
DH public key results in a protocol that involves the
transmission of 6 messages, two of which have the length
of the shared key and need to be sent over the ultrasonic
channel. Since the ultrasonic channel is much slower and
less reliable than the radio channel, this might induce
considerable overhead in the key agreement process.
A simple way to improve on this is to piggyback the
messages of one MT-IR authenticator on the other as
in the DH-IR protocol (Fig. 6): in this case, the k-bit
random string NA (sent through the commit/opening
pair (cA , oA )) plays two roles: (1) the role of NA and NB .
The ﬁrst role is clearly fulﬁlled. That NA on Fig. 6 also
fulﬁlls the second role follows from the fact that NA on
Fig. 6 remains hidden until Alice opens cA by sending
out oA and Alice sends out oA only after receiving ĉB .
4.2 The DH-IR Protocol
The optimized DH-IR protocol (described in greater
detail in [5]) unfolds as shown in Fig. 6. Both Alice and
Bob calculate the commitment/opening pairs ((cA , oA )
and (cB , oB )) for messages mA ← IDA g XA NA and
mB ← IDB g XB NB , respectively. Here, NA and NB
are k bit long random strings and “IDA ” and “IDB ”
are the two public (and ﬁxed) identiﬁers for devices A
and B respectively, used to prevent reﬂection attacks [28]
(IDA > IDB ).
In the ﬁrst two messages, Alice and Bob exchange
the commitments cA and cB . Then, in the following two
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U
mA ← IDA g XA NA
(cA , oA ) ← commit(mA )
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Given g XB
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mB ← IDB g XB NB
(cB , oB ) ← commit(mB )

o
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o
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/

m
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cB , obB )
b B.
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(tA
s )
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/

m
b A ← open(b
cA , obA )
Verify IDA in m
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sB ← N B ⊕ N

/
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b  ⊕ sB
o
(tA
RB ← N
r )
A
´
`A
?
A

bB
dA = s tr − ts , Verify sA = NA ⊕ R
Only Alice veriﬁes her integrity region. If veriﬁcation OK, Alice and Bob accept m
b B and m
b A , respectively.

Fig. 6. DH-IR key Agreement Protocol.
messages they open the commitments by sending out oA
and oB , respectively. It is important to stress that a given
party opens his/her commitment only after receiving
the commitment value from the other party. The ﬁrst
four messages are exchanged over a radio link. After
receiving the commitment/opening pairs (cA , oA ) and
(cB , oB ), Alice and Bob open the corresponding commitments and verify that “IDB ” and “IDA ” appear at the
beginning of m
 B and m
 A , respectively. If this veriﬁcation
is successful, they generate the authentication strings sA
and sB , respectively, as shown in Fig. 6. Note that the
length of each of these strings is k bits.
The main purpose of the last two messages in our
protocol is to allow Alice to compare sA against the authentication string sB generated by Bob, in a secure way.
Thus, Alice sends a k-bit long random string NA to Bob
and measures the time until she received the response
  ⊕ sB , where
from Bob. Bob responds with RB ← N
A

the sign hat denotes that the NA as transmitted by Alice
may have been altered by the adversary. Alice receives
B ; at the same time, Alice calculates the distance dA as
R
shown in Fig. 6 and veriﬁes the absence of an attacker in
the corresponding integrity region (see Section 3.1). If sA
B ⊕ N  , Alice notiﬁes Bob and they both accept
equals R
A
the messages m
 A and m
 B (i.e., the corresponding DH
B ⊕ N  = sB
public keys) as being authentic. Note that R
A
in case no attack takes place.
Security of the DH-IR Protocol: The DH-IR protocol
(Fig. 6) can be divided into two stages. The ﬁrst stage
ﬁnishes with the calculation of the authentication strings
sA and sB . The second stage includes the remaining two
messages and the corresponding veriﬁcations.
Lemma 3: Assuming that Alice and Bob can compare
sA and sB in a secure way, the probability that a computationally bounded adversary forges mA and/or mB
is bounded by O(2−k ).
Proof: This proof follows from the security analysis

of the MT-IR (Section 3.2). In this proof, we assume
that the adversary cannot break the used commitment
scheme3 commit(·); in practice this is possible only with a
negligible probability. Let us ﬁrst focus on the single run
of the DH-IR protocol. Assume that the adversary tries
b
B
to submit either a forged message m
 B ← IDB g XB N
b
XA 
to Alice or a forged message m
 A ← IDA g NA to
Bob. Note that this is the only way for the adversary
to be successful against the observed protocol run; any
attacking attempt against the commitment scheme will
fail (by assumption, the commit(·) cannot be broken). We
claim that in this case:




B = NB ⊕ N
A ≤ 2−k .
P r sA = sB = P r NA ⊕ N
Indeed, from the unfolding of the DH-IR protocol
(Fig. 6), due to the binding, hiding and non-malleability
properties of the commit(·), the adversary has to generB and N
A before actually
ate and commit to strings N
learning messages mA (i.e., NA ) and mB (i.e., NB ),
respectively. In other words, either NA and NB will be
disclosed as the last value in this protocol run (i.e., the
adversary will learn at least one of them after having
A and N
B ). Let us assume
generated and committed to N
that it is the NA . Since NA is a random (uniformly
distributed) k-bit string, we have:




B = NB ⊕N
A = P r NA = N
B ⊕NB ⊕N
A ≤ 2−k .
P r NA ⊕N
Finally,
runs of the protocol, the probabil
 for multiple
ity P r sA = sB , assuming that the adversary is active,
is bounded by O(2−k ).
k
Assuming that k is sufﬁciently large (i.e.,
 2 is greater

than the number of the protocol runs), P r sA = sB = 1
will hold only when the adversary is not active (does
not try to forge messages mA and mB ). But this implies
3. For simplicity, in this short analysis, we consider the commitment
scheme to be perfect, with attacker’s probability of breaking the scheme
equal to  ≈ 0. For an analysis of the impact of imperfect commitment
schemes on the security of this authenticator, see [16].
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that the integrity of the DH public keys g XA and g XB
will be preserved.
Similarly, the probability that a computationally
bounded adversary tricks Alice into accepting sB = sB ,
in the second stage of the DH-IR protocol, is bounded by
O(2−k ). In fact, since Alice veriﬁes her integrity region
for the presence of adversarial devices, the only option
for the adversary is to try to send an appropriate value
B from locations outside of Alice’s integrity region.
R
However, this implies that the adversary cannot wait
B .
for the random challenge NA before sending back R
Otherwise, Alice can detect, using the measured distance
B does not originate from her integrity region
dA , that R
(see Section 3). Therefore, the only hope for the adver
sary is try to guess NA and set sB = sA ⊕NA,guess
, where

NA,guess denotes the guess by the adversary.
We can conclude that by setting k to an appropriately
large value, the odds of the adversary against the DH-IR
protocol can be made satisfactorily small.
Optimality and Time-invariance: The DH-IR protocol
involves only one k-bit long transmission over the unreliable ultrasonic communication channel. In addition,
all the k bits to be communicated over the ultrasonic
channel are used in the establishment of the shared secret
key and therefore contribute to the uncertainty of the
attacker to forge the DH public parameters. In this sense,
the DH-IR protocol from Fig. 6 is optimal since all the
transmitted bits (k-bits) contribute to the security of the
shared secret key.
Concerning the time-invariance property, the number
of bits k to be transmitted over the ultrasonic channel
does not increase over time, even if the security parameters of the used commitment scheme commit(·) do
increase. The commitment scheme is independent of the
random strings NA , NA and NB . In this sense, the DH-IR
protocol from Fig. 6 is time-invariant.

5

AUTOMATIC K EY AGREEMENT
TEGRITY R EGIONS

USING

IN-

In the previous section, we showed how IRegions can
be used to securely establish keys between two users.
In this section, we leverage on the notion of IRegions to
wireless peer-to-peer mobile networks and we propose
a novel key establishment solution that is completely
automatic and transparent to the user. For that purpose,
we expand the integrity region’s range to cover for larger
distances, we drop the visual veriﬁcation requirement
and we leverage on users’ mobility to eliminate possible
attacks on the key exchange.
5.1

System Model

We assume the existence of a proﬁle of interest – input
by the user – that the PDA uses to ﬁlter those users
with which it will set up security associations. This
allows users to exclusively establish shared keys with

the individuals they wish to securely communicate in the
future. We say that two nodes encounter each other if they
come within one-hop radio communication range of each
other. We further say that such an encounter is realized
if (i) the two nodes are within their respective integrity
region bounds and (ii) the two nodes successfully run
our protocols to set up shared keys. Note that two nodes
can realize one encounter many times (e.g., two nodes
are within communication range for a long period).
Encounters are recorded in a table of security associations, locally stored in each node. Keys are exchanged
during the ﬁrst realized encounter between two nodes.
In any later realized encounter, the stored keys are reveriﬁed and used to compute a new key in such a way to
preserve forward and backward security (Section 5.3). To
minimize storage overhead, we only require that node i
stores the newest established key with node j.
5.2 Main Intuition
Previous proposals in the area of key establishment (Section 2.1) are rather too “bulky” to be used for non-critical
commodity applications, such as instant messaging (e.g.,
networks of IPhones and IPods in the city). Indeed, for
such applications, if “security” impairs ease of use, then
many users will simply disregard it [36].
Our scheme is inspired by a simple intuition that
one generally establishes a shared key with someone
he/she keeps on seeing and with whom he/she shares
ofﬂine interpersonal relationship. Usually, a large number of people get together at the same place: streets,
public squares, shopping malls, universities, etc.. In this
way, individuals who share common interests and background “encounter” each other many times. Intuitively,
as the frequency of their personal encounters increases,
(i.e., their relationship ties become stronger), their level
of mutual trust increases; it is exactly at this point where
secure communication between these parties is required.
When two users meet for the ﬁrst time, they run
an adapted DH-IR key agreement protocol and verify
that the exchanged messages originated from an expected (typically short < 10 m) distance4 to eliminate
distant MITM attacks. When both nodes encounter each
other again, they re-validate and renew the previously
exchanged key in order to rule out and detect possible previous attacks. Upon establishment of a shared
key, the users can use it to encrypt their conversation
messages. Note that a mobile attacker located in the
intersection of the IRegion of both nodes (Fig. 1-a) can
mount a MITM attack on the process and trick both
parties into accepting a compromised key. However,
we argue that our scheme limits the advantage of an
adversary in mounting such attacks; indeed, during their
ﬁrst encounter, people are less likely to exchange highly
sensitive information, and therefore the advantage of
Mallory in acquiring this information is expected to
4. This distance is bounded by the communication range of the
devices.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication.
IEEE TRANSACTIONS ON MOBILE COMPUTING
10

be negligible. Later on, as the frequency of meetings
between users increases, they tend to exchange more
private information using a more robust key. Due to
the absence of visual veriﬁcation, Mallory could equally
impersonate Bob and try to establish a shared key with
Alice. However, since each user only establishes security
associations with people that are listed in its proﬁle of
interest (those are the people that the user generally
encounters and with whom he/she is mainly interested
in communicating), this attack will be detected. We show
that our scheme exhibits the liveness property [37] and
ensures that any two well behaved users will eventually
share a secure key.
5.3 Automatic Protocols for Setting up Security Associations

Fig. 7. The Automatic Key Establishment Scheme.

Our scheme for setting up a security association between
two nodes (Fig. 7) consists of two sub-protocols: a key
setup protocol and a key veriﬁcation and renewal protocol.
Both protocols are variants of the DH-IR key agreement
protocol (Fig. 6) and share the same initial phase: the
advertisement phase.

responder B perform range measurements to verify that
the messages originated from an expected distance input
by the user (typically < 10 m). This can be efﬁciently
achieved by the use of mutual authenticated variants of
the distance bounding protocol [39]. In essence, our key
setup protocol relaxes the visual veriﬁcation requirement
of the DH-IR protocol to cover for larger IRegions radiuses. Although this would increase the advantage of
nearby attackers in mounting MITM attacks, we show in
Section 5.4 that our protocol ensures the authenticity and
the integrity of key exchange in spite of these attackers.
If the distance veriﬁcation is successful, node A generates the shared key KAB = g XA XB , stores it in its table
of security associations and notiﬁes B by sending the
encrypted message mA ← EKAB {IDA IDB RB }. Here,
EKAB denotes the encryption of the message using the
shared key KAB . Node B equally derives the shared key
KAB and decrypts mA to verify that IDA , IDB and RB
appear in the message (refer to Fig. 6 for further details).
If the veriﬁcation passes, it accepts key KAB and stores
it in its table of security associations.

Advertisement Phase: Each node willing to set up new
security associations periodically transmits hello messages. The purpose of the hello message is to inform any
node within the sender’s radio communication range of
its objective to establish or verify security associations.
The hello message comprises the following information:
HELLO MESSAGE :

IDA h(g XA ),

where  denotes message concatenation, IDA is a unique
identiﬁer of node A; h is a one-way collision resistant
hash function (e.g., MD5 [38]); g XA is a freshly generated
Difﬁe-Hellman key agreement parameter.
Note that only the hash of the DH key agreement
parameter is sent in the advertisement phase to increase
the probability of its successful reception. After receiving
the hello message from node A, node B checks its
table of security associations to see if it already met the
initiator A. If node B ﬁnds an entry to node A in its
proﬁle of interest but did not establish any association
with node A yet, it decides to run the key setup protocol
with node A, otherwise it runs the key veriﬁcation
and renewal protocol. To prevent reﬂection attacks [28],
we require that the initiator of the key setup (or key
renewal) protocol is the node with the largest ID. That
is, upon receiving an advertisement message of A, node
B compares its ID with IDA and proceeds to initiate the
key exchange protocols if IDB > IDA ; otherwise, node
A initiates the key exchange.
Key Setup Protocol: During their ﬁrst encounter, nodes
A and B run a key setup protocol to establish a shared
key. The key setup protocol is similar to the DH-IR
protocol shown in Fig. 6. However, the two protocols
differ in the fact that both the initiator A and the

Key Veriﬁcation and Renewal Protocol: Our key veriﬁcation protocol enables nodes to repeatedly verify and
renew existing security associations to detect possible
attacks, which appear as inconsistencies in shared data.
Assume that nodes A and B are about to accomplish
the kth realization of their mutual encounters (k ≥ 2).
The nodes learn that this is their kth realization by
comparing the nodes’ advertised ID with the entries in
their local table of security associations. From this point
on, nodes A and B run the key veriﬁcation protocol.
The key veriﬁcation protocol is very similar
to the aforementioned key setup protocol. In
the ﬁrst stage of the key veriﬁcation protocol,
nodes A and B exchange their commitments

for messages mA ← EKAB {IDA g XA NA } and

mB ← EKAB {IDB g XB NB }, where EKAB {m} denotes
the encryption of message m using the key KAB .
Note that messages mA and mB contain new DH key


agreement parameters g XA and g XB respectively. These
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parameters will be used to derive a new shared key.
The initiator A then compares the authentication
strings (Fig. 6) and both nodes A and B verify that the
messages originated from an expected distance. If these
veriﬁcations pass, both nodes are certain that they are
communicating with a node with whom they share an
authentic secret key. Both nodes then generate a new key
KnewAB derived from both the last established key KAB
and the new DH parameters contributed by each party
and store it in their table of security associations. KnewAB


is computed as follows: KnewAB = F (KAB ⊕ g XB XA ),
where F is a one-way, second pre-image collisionresistant5 pseudo-random function. In Section 5.4, we
show that this scheme does not give any advantage to
an attacker to disrupt key renewal provided that the last
established key between A and B is indeed “authentic”.
If, on the other hand, the key veriﬁcation fails (i.e. there
are inconsistencies in the nodes mutual histories), it is
an indication that something has gone wrong (an attack
has possibly taken place). The devices report this to their
corresponding users, who take appropriate action.
5.4

Security Analysis

The security of our scheme relies on the assumption that
any two users will eventually meet in the absence of an
attacker in their IRegion.
Man in the Middle (MITM) Attacks: The security of
our key setup and veriﬁcation protocols reduces to the
resilience of the DH-IR protocol (Fig. 6) against MITM
attacks assuming that the attacker is not able to break
the DH problem or the pseudo-random function F .
As explained in Section 4.2, the probability that a
distant attacker (located outside the integrity region of
the nodes) tricks nodes A and B into accepting an
inauthentic shared key is bounded by O(2−k ), where
k denotes the length of the exchanged nonces. Similarly, the probability that a computationally bounded inrange attacker forges the exchanged messages is equally
bounded by O(2−k ).
Therefore, the only viable attack strategy for the attacker (or its compromised helper node) is to be within
the IRegion of both nodes (due to the mutually authenticated distance bounding protocol and to jam all
communications (including the advertisement messages)
between nodes A and B. In this sense, we force Mallory
to be in the IRegion of both nodes to mount these
attacks on the key exchange protocols. Note, however,
that Mallory cannot break the key veriﬁcation protocol between nodes A and B without already having
mounted a successful MITM attack on their initial key
setup protocol, otherwise this attack will be detected.
That is, if the attacker does not know the last key KAB
shared between A and B, it cannot take advantage of the
key renewal process, since it cannot compute KnewAB
5. A function F is second pre-image collision-resistant if for a given
x, it is very hard to ﬁnd x = x such that F (x) = F (x ).

(assuming that F is a perfect one-way, second preimage
collision-resistant pseudo-random function).
Given this, several conditions have to be satisﬁed
for Mallory to perform a successful MITM attack on
our scheme: (1) Mallory has to come to the proximity
of nodes A and B; (2) Both nodes should not have
established a security association yet; (3) Mallory should
know this; (4) Mallory should be able to jam all communications between both nodes; (5) Mallory should chase
the nodes in order to prevent any possible encounter
realization between them. However, as we show via simulations in Section 5.5, Mallory has to prevent a rather
large number of encounter realizations. As a result, the
cost of mounting an attack on this scheme exceeds by
far the expected payoff (gain) for Mallory.
Impersonation Attacks: In this attack, Mallory takes
advantage of the absence of visual veriﬁcation and seeks
to trick node A into believing that it is entity B.
In the case where B is present in the network, Mallory
has to be sure that A and B have not realized any mutual
encounter yet; otherwise, the attack will be detected.
Moreover, Mallory has to prevent any possible further
encounter realizations between nodes A and B. The
easiest way to achieve this would be to sporadically
jam any of the radio channels speciﬁc to both nodes.
However, this might reveal its presence [40]. A better
approach for Mallory would be to jam the messages
speciﬁc to the communication between nodes A and B.
In this case, Mallory should know exactly at what instant
this communication happens. This means that Mallory
would have to chase after nodes A or B, which makes
this attack rather tedious.
On the other hand, if B happens to be absent, several
conditions must be met in order to make impersonation
attacks feasible: (1) A and B should not yet have established a security association; (2) Mallory should know
this; (3) Mallory should forecast that user B will indeed
be absent. Here, we assume that B is known to user A,
otherwise A’s device will not setup a security association
with a user that is not listed in its proﬁle of interest.
Assuming that all the aforementioned conditions were
met, taking advantage of this attack for a considerable
amount of time would be very difﬁcult for Mallory. In
fact, since B is a known user to A, we assume that A
will eventually encounter him and this attack would be
detected, unless Mallory endlessly chases both users in
order to prevent any subsequent encounter realization6 .
Denial of Service (DoS) Attacks: Like most wireless
communications schemes, our automatic key establishment protocol is vulnerable to signal jamming attacks
by a powerful attacker. Such physical layer attacks are
out of the scope of this article, strategies to detect and
6. The sybil attack, introduced by Douceur [41], is another way to
deny service to well behaved nodes. This threat is alleviated by the use
of range measurements in our key exchange protocols, which makes
it be very difﬁcult for a single attacker to perform this attack.
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mitigate can be found in [7]. Another form of DoS attacks
is the poisoning of the table of security associations. This
attack will be detected upon the next encounter between
A and B, provoking an error message.
5.5

Simulation Study

We implemented a C-based simulator to evaluate the
security of our scheme. The primary goal of these simulations is to show that by exploiting users’ mobility, a
considerably large number of encounters (i.e., encounter
realizations) per pair of users can be achieved in spite
of the presence of mobile attackers.
Methodology: We performed our simulations using the
restricted random waypoint model. The restricted random waypoint model is an extension of the well-known
random waypoint model developed by Johnson et al. [42].
The restricted random waypoint model differs in that
the choice of destination points is restricted with some
probability φ to a ﬁxed number of points on the speciﬁed
area. This model is well suited for scenarios where people meet in public areas such as restaurants, conferences,
etc.. In our simulations, we have set φ to be 0.6.
In our simulations, the data communication range is
set to a value ranging between 2 and 10 m. Nodes can
be either ﬁxed or mobile (by default 80 % of the nodes in
our setup are mobile nodes) and their movement speed
can vary between 0 m/s and 2 m/s. To avoid situations in which a pair of nodes accomplishes too many
realizations of a single encounter, we impose a silence
period (of at least 30 s) between any two consecutive
realizations of the same encounter by the same pair of
nodes. We further assume that mobile attackers located
in the IRegion radius of the communicating nodes will
always be able to successfully perform MITM attacks on
the key exchange process. We run 20 simulations of each
of the aforementioned conﬁgurations7 .
Simulation Results: Our simulation results are averaged
and presented with 95% conﬁdence intervals in Fig. 8.
In Fig. 8(a) and 8(b), we show the fraction of encounter
realizations between all pairs of nodes with respect to
the number of mobile nodes and the simulation time,
respectively. For example, after 3.3 hours, more than
90% of all pairs of nodes have realized at least one
encounter in an area of 100 m2 . This corresponds to
almost 18,000 different encounter realizations. We further
show in Fig. 8(c) the average number of encounters
between all pairs of nodes; after 6 hours of simulation
time, all nodes have encountered each other at least
18 times. One interesting observation here is the linear
increase in the average number of encounters between
all pairs with time. This is equally true as the number of
7. In addition, we conducted sample experiments using the SWIM
model [43] – a novel model that proved to exhibit the same statistical
properties of real mobility traces. Our results show that our scheme
equally performs well given this model (we did not include the
corresponding plots due to lack of space).

mobile nodes in the system increases. This suggests that
by taking advantage of users’ mobility, a satisfactorily
large number of encounters can be indeed achieved.
As shown in Fig. 8(e) and 8(f), almost all attacks
on the key exchange process can be detected within a
sufﬁciently small period of time (e.g., 3 hours) in spite
of the presence of 25 % of malicious nodes. This further
validates our analysis in Section 5.4: by exploiting node
mobility, our proposed scheme can guarantee, to a large
extent, that any two well behaved users will eventually
share a secure key. The number of attacked encounters
depends on the number of mobile nodes and the area
size. As the area increases in size, it becomes more
difﬁcult for mobile attackers to predict the location of
subsequent encounters between nodes (Fig. 8(d)).
We further investigated the impact of the IRegion
radius on the security of our scheme. Intuitively, as
the IRegion radius increases, the number of encounters
between nodes increases (Fig. 8(g) and 8(h)). Therefore,
although an attacker can mount MITM attacks from
larger distances, this equally suggests that nodes are
more likely to detect attacks on the key establishment
process as the IRegion grows in size (Fig. 8(i)).

6

D ISCUSSION

In this section, we discuss how our scheme can be
equally used in the exchange of asymmetric keys between users and we investigate location information
leakage caused by the various advertisement messages.
6.1 Automatic Public Key Exchange
Current asymmetric cryptography based schemes (e.g.,
RSA [44]) are vulnerable to MITM attacks on the initial
exchange of public keys between participants. Existing
solutions to this problem – such as PGP [45] – require a
public key infrastructure (PKI) to distribute certiﬁcates.
By relying on the notion of IRegions and the frequency
of encounters between nodes, our protocols in Section 5
can be equally used to automatically authenticate and
verify the exchange of public keys amongst nodes8 .
Unlike the automatic symmetric key protocol, by leveraging on the social network of nodes, this scheme enables additional mechanisms that can be used to prevent
impersonation and MITM attacks on the public key exchange. That is, whenever a node establishes a new security association, he/she would inquire its friends about
the credentials of the owner of the newly encountered
node. This technique can vastly increase the number of
encounters which the attacker has to manipulate.
6.2 Location information leakage
By periodically advertising HELLO messages, passive attackers can collect these announcements to gather information about the device’s location. Note that this threat
8. Unlike the automatic symmetric key protocol, the basic automatic
asymmetric key exchange protocol does not, however, provide forward
and backward security.
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Fig. 8. Simulation Results. Some 95% confidence intervals were omitted for better clarity.
equally applies to all wireless systems that use regular
messages including an ID, e.g., WLAN, Bluetooth, etc..
In theory, the impact of ID leakage can be mitigated by
making it hard to derive the name of the user from the
ID and vice versa (e.g., user chosen/anonymous IDs or
Zero Knowledge Protocols [46]). However, this comes at
the expense of complicating the identiﬁcation of nodes
with which one wishes to establish keys or already has
a security association. This is similar to the solution of
membership protocols for private handshakes[47].
We propose the following solution: hello messages
are modiﬁed to contain a keyed hash of the ID:
fh(gXA ) (IDA )h(g XA ), where fx is a keyed one-way hash
function with key x. We use h(g XA ) as the key x for
fx , which could be a secure cryptographic hash function
such as SHA-256. This key is then used by the recipient
of the hello message to compute the keyed hashes of all
IDs in the user’s proﬁle of interest. If the received ID
matches any of the entries, a previous communication
partner was found, and the recipient will reply with a
keyed hash value of its ID. In this way, no information
about the user’s ID is leaked since the ID of the user
cannot be derived from the keyed hash value. Note that
the keyed hash value will change in every protocol instantiation. The large ID space makes exhaustive search

over hashes of all keys very expensive.

7

C ONCLUSION

Secure communication between parties remains a challenging problem owing, to a large extent, to the cumbersome key establishment between nodes. In this paper, we introduced integrity (I) regions, a novel security
primitive that enables integrity protection of messages
exchanged between entities that do not hold any mutual
authentication material (i.e. public keys or shared secret
keys). Integrity regions make use of lightweight ranging
techniques and of visual veriﬁcation within a small physical space. The proposed basic scheme effectively enables
authentication through presence and therefore protects key
establishment from man-in-the-middle attacks. We then
demonstrated that integrity regions can be efﬁciently
implemented using off-the-shelf components such as
ultrasonic ranging hardware. Based on this fundamental
primitive, we proposed a scheme that enables automatic
exchange of security associations among nodes in wireless peer-to-peer networks. We further demonstrated
that our proposed scheme provides a robust and userfriendly solution for everyday commodity applications by
leveraging on physical encounters between nodes.
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