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DISCLAIMER: The tools, instructions, hints, tricks described in the present
document are meant for educational purpose only. We do not encourage the
use of this material for any kind of malicious purpose. We take no respon-
sibility for any damage arising from the use of this text and instructions
therein for any kind of illegal and malicious purposes.

Introduction

In this set of exercises, we will learn about some major threats to computer and data
security. More specifically, we will demonstrate in a local area network (in a strictly
controlled environment) a set of attacks that could compromise data confidentiality and
integrity, as well as attacks that threatens service availability. In this regard, we will
be using attack techniques ranging from very basic passive sniffing of network traffic
to more advanced active man-in-the-middle (MITM) attack based on ARP spoofing.

Exercise 1

The goal of this exercise is to raise student’s awareness about threats to data confiden-
tiality due to passive data sniffing. A student will learn how to use a network protocol
analyzer tool Ethereal (Figure 1). More precisely, a student will learn how to monitor
(passively) packets (data) exchanged over the experimental local area network (the lab
LAN).

Network Switch. Before proceeding with the exercise it is worth observing that the
computers from in lab are interconnected via a network switch, thus forming a single
broadcast domain (all computers share the same local network). A network switch
maintains a routing table by extracting the source MAC address from the Ethernet
frame of each packet passing through it (through one of its ports). Thus, the switch
maps an incoming port to a unique source stations MAC address and sends out all
subsequent packets targeted at this station through this port. As a result, a switch
increases the performance of the network by sending packets only to a network segment
where the targeted station resides. If a switch does not have an entry that maps the
target MAC address to one of its ports, then the switch will broadcast the packet to
all ports (except the port from with the packet originated). In normal conditions, this
“port isolation” functionality prevents other stations from seeing packets directed to a
given neighboring station.

Task 1.1. Configuring Ethereal

Before using Ethereal please make sure that it is properly configured. Open Ethereal
and do the following:
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Figure 1: Ethereal in action.

1. In the main menu choose “Capture” then “Options...”.

2. Make sure that you select a correct interface under “Interface:”.

3. In field “Display Option” check all the checkboxes.

4. In field “Name Resolution” uncheck all the checkboxes.

5. Finally, to start capturing network packets click “Start” button.

Task 1.2. Answer the Following Questions

1. Observe destination addresses of packets captured by Ethereal. Based on this
observation try to conclude what type of network traffic do you see in Ethereal?

2. Explain why do you see only this type of traffic on your local machine? Hint:
Read the short text on network switches provided above.

3. Consider a set of computers interconnected via a network switch with “port isola-
tion” functionality. Assume that your computer is passively monitoring network
traffic (through Ethereal) on this network segment. Another computer (FTP
client) on the same segment is trying to connect to an FTP server residing on
a third computer. Are you able to observe un-encrypted FTP login information
(username and password) transmitted from the FTP client to the FTP server?
Why?

4. Consider the same scenario as in the previous question. The only difference is
that computers are now interconnected via a network hub that does not support
“port isolation” functionality. Answer the same question as above.
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5. What is the advantage of the network switch “port isolation” functionality with
respect to passive packet sniffing from computers connected to the same LAN?

Exercise 2

In this exercise we will study a much stronger active technique for network data in-
terception and modification. This interception technique exploits inherent weaknesses
in the Address Resolution Protocol (ARP). More precisely, the interception technique
is based on what is known as ARP Spoofing or ARP Poisoning. Before proceeding to
specific tasks, we will briefly explain basics of the ARP and ARP Spoofing.

Address Resolution Protocol (ARP). In essence the ARP maps between Ethernet
(MAC) and Internet Protocol (IP) addresses. Its working is best explained on a con-
crete example. Figure 2 shows an example network segment 161.53.170.0 comprising 5
computers.

1

161.53.170.6

00:00:39:22:36:81

2 3 4

161.53.170.1

00:00:a9:28:31:8c

5

161.53.170.0

[ARP request | target IP = 161.53.170.6 | target eth = ?]

1

161.53.170.6

00:00:39:22:36:81

2 3 4

161.53.170.1

00:00:a9:28:31:8c

5

161.53.170.0

[ARP reply | sender IP = 161.53.170.6 | sender eth = 00:00:39:22:36:81 ]

Figure 2: ARP Request/Reply example.

A computer with IP address 161.53.170.1 (170.1 for short) has a packet for computer
161.53.170.6 (170.6 for short) but does not hold its Ethernet (MAC) address. As the
routing of packets on a network segment is performed based on Ethernet addresses,
computer 170.1 has to have the means to learn 170.6’s Ethernet address. This is where
ARP kicks in. Thus, 170.1 first constructs an ARP Request packet with targert IP

set to 161.53.170.6 and then broadcasts it to all other machines on the network. Hav-
ing verified that it is the targeted computer, 170.6 constructs an ARP Reply packet
that contains its Ethernet address (i.e., 00:00:39:22:36:81). Finally, 176.6 sends the
ARP Reply packet back to the originator of the corresponding ARP Request packet (see
Figure 2). At this stage, computer 170.1 knows how to send a packet for computer
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170.6 on the same network segment.

Address Resolution Protocol (ARP) Spoofing and Man-In-The-Middle At-
tack. In order to explain the working of this packet interception method, let us con-
sider the example shown in Figure 3. In this example, computer with IP address
161.53.170.100 plays the role of an intruder (an attacker). The goal of the intruder is
to get in the middle between computers 170.1 and 170.6; in this way the intruder can
intercept and control all the communication between the two computers (victims). Fig-
ure 3 also shows (pre-attack) ARP Cache tables of computers 170.1 and 170.6. Thus,
for example, computer 170.6 knows the true Ethernet address of computer 170.1. In
the ARP Spoofing attack, it is an ARP cache table that is the target of an intruder.

Computer 161.53.170.6 Computer 161.53.170.1

IP address eth address
161.53.170.1 00:00:a9:28:31:8c

161.53.170.11 00:15:58:1e:1f:cb

IP address eth address
161.53.170.6 00:00:39:22:36:81

161.53.170.11 00:15:58:1e:1f:cb

1

161.53.170.6

00:00:39:22:36:81

2 3

161.53.170.100

00:12:59:88:13:c8

4

161.53.170.1

00:00:a9:28:31:8c

5

161.53.170.0

Figure 3: ARP spoofing scenario: the two tables on the top represent ARP Cache
tables of computers 161.53.170.1 and 161.53.170.6, respectively.

Figure 4 shows the moment at which intruder 170.100 poisons the ARP cache table of
computer 170.1. Thus, the intruder first constructs a fake ARP Reply packet whereby
it binds the IP address of targeted computer 170.6 and the intruder’s Ethernet address
00:12:59:88:13:c8. Then, the intruder sends this fake ARP Reply to the victim,
computer 170.1 in our case, which blindly accepts the fake ARP packet and in turn
updates it ARP cache table accordingly (see Figure 4). At this stage, we say that
the intruder has spoofed the IP address of computer 170.6, that is, the intruder has
poisoned the ARP cache table of computer 170.1.
As a result of the ARP spoofing (poisoning) attack, all (unicast) traffic (packets) sent
from computer 170.1 to computer 170.6 will pass via the intruder (computer 170.100).
As can be seen from Figure 5, this is in spite of the fact that computer 170.1 will set
170.6 as the target IP address in its IP datagrams (packets). Indeed, packet routing on
a local network segment is based on the destination Ethernet address. In our example,
this will be set to the Ethernet address of the intruder. Thus, the intruder has managed
to get in the middle between computers 170.1 and 170.6 and we say that the intruder
has performed the Man-In-The-Middle (MITM) attack (see Figure 5). Note that in
this case, the intruder can decide either to forward the traffic or simply to discard it
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Computer 161.53.170.6 Computer 161.53.170.1

IP address eth address
161.53.170.1 00:00:a9:28:31:8c

161.53.170.11 00:15:58:1e:1f:cb

IP address eth address
161.53.170.6 00:12:59:88:13:c8

161.53.170.11 00:15:58:1e:1f:cb

1

161.53.170.6

00:00:39:22:36:81

2 3

161.53.170.100

00:12:59:88:13:c8

4

161.53.170.1

00:00:a9:28:31:8c

5

161.53.170.0

[ARP reply | sender IP = 161.53.170.6 | sender eth = 00:12:59:88:13:c8 ]

Figure 4: ARP spoofing in action: the ARP cache table of computer 170.1 gets poi-
soned.

Computer 161.53.170.6 Computer 161.53.170.1

IP address eth address
161.53.170.1 00:00:a9:28:31:8c

161.53.170.11 00:15:58:1e:1f:cb

IP address eth address
161.53.170.6 00:12:59:88:13:c8

161.53.170.11 00:15:58:1e:1f:cb

1

161.53.170.6

00:00:39:22:36:81

2 3

161.53.170.100

00:12:59:88:13:c8

4

161.53.170.1

00:00:a9:28:31:8c

5

161.53.170.0

[IP datagram | IP src = 161.53.170.1 | IP dst = 161.53.170.6 | eth dst = 00:12:59:88:13:c8 ]

Figure 5: “ARP spoofing”-based Man-In-The-Middle (MITM) attack.

in which case we are talking about the Denial-of-Service (DoS) attack.

IMPORTANT: Before proceeding with specific tasks, you will organize into 3 person
(computer) teams (groups). One computer from the group will play the role of the
intruder (attacker) that intercepts the traffic between the other two (victim) computers.
The attacking computer is pre-installed with a powerful tool Cain that will be used to
perform ARP spoofing. Please check with the professor or the assistant which computer
is pre-installed with Cain.

Task 2.1. Memorize the ARP Cache Table on your Computer

Perform the following task on the two victim computers. Open the command window
and execute the command arp -a on the command prompt. Memorize the output
(i.e., the ARP cache table). An example output is given below:

C:\>arp -a
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Interface: 161.53.170.6 on Interface 0x1000003

Internet Address Physical Address Type

161.53.170.1 00:0d:bc:2b:e3:ff dynamic

161.53.170.11 00:15:58:1e:1f:cb dynamic

Task 2.2. Establishing an FTP Connection: No Attack Case

Open Ethereal on the intruder computer and start observing the network traffic. Es-
tablish an FTP connection between the two victim computers. This can be performed
by typing:

C:\>ftp FTPServerIPAddress

on the command prompt on one of the victim computers, where FTPServerIPAddress

is the IP address of the other victim computer that acts as an FTP server. When
prompted for username and/or password type in an arbitrary value.

Answer the following question. Has the Ethereal on the intruder computer been able
to capture the FTP login information? Why?

Task 2.3. ARP Spoofing and Man-In-The-Middle

In this task, the intruder will perform the ARP spoofing attack in order to be able to
intercept the traffic (including login information) between the two victim computers.

1. Open Regedit.exe on the intruder computer, navigate to

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameter

and check that the value of IPEnableRouter is set to 1. In this way, we instruct
the intruder computer to act as a router, that is, to forward any packet not
designated to it.

2. Open Cain tool on the intruder computer (Figure 6).

3. Click on the “Sniffer” tab and on the “Start/Stop Sniffer” button (marked with
rounded rectangles in Figure 7).

4. Click on the + icon to open the MAC Address Scanner control window (Fig-
ure 8(left)). Click “OK” button to start MAC address scanning process. An
example outcome of the scanning process is shown in Figure 8(right).
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Figure 6: Cain tool.

Figure 7: Starting MAC address sniffer.

5. Click on the “APR” tab (2nd tab at the bottom of the main window) and click
the + icon again to open a window titled “New ARP Poison Routing” (see
Figure 9(left)).

6. From the left list of IP addresses select the IP address of one of the victim
computers from your group. From the right list of IP addresses select the IP
address of the second victim computer from your group. For example, in Fig-
ure 9(right), the two victim hosts hold the following IP addresses: 161.53.170.11
and 161.53.170.25.

Finally, to start the ARP poisoning attack, click “OK” button.

7. Check the ARP cache tables on the victim computers. What do you observe?
Compare the table entries with the entries memorized in the first task.
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Figure 8: MAC Address Scanner and an example outcome of the scanning process.

Figure 9: Poisoning ARP cache tables of the victim computers.

Task 2.4. Establishing an FTP Connection Under Attack

Repeat all the steps from the previous “No Attack” scenario. Observe the network
traffic on the intruder computer (use Ethereal for this purpose).

Answer the following questions. Has the Ethereal on the intruder computer been able
to capture the login information? Why?

Task 2.5. Answer the Following Questions

1. How can we protect the FTP login information (their confidentiality) in face of
the above MITM attack?

2. What would happen if we would disable the routing functionality on the intruder
computer? Please explain. Test this by setting the value of IPEnableRouter to
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0.

3. Does the “port isolation” functionality of a network switch help against the above
active attack? Why?

4. Explain how can an attacker compromise data integrity by using the MITM
attack described above.

5. Assume that the two computers from our FTP example do provide data confi-
dentiality and integrity to the exchanged FTP data. Can this prevent the attack
whereby the intruder sets the value of IPEnableRouter to 0? Why?

6. Assume that in the above FTP example we only protect the confidentiality of
the login information. Is this sufficient in terms of data confidentiality in face of
the above MITM attack? Explain your answer.
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