FUNCTIONALITY OF TCP IMPLEMENTATIONS INSTALLED ON

THE CARNET FESB NODE

-8/,-(�2#(*29,@�0,/87,1�.$329

FESB Split, tel. 021 563777, fax. 563877

Julije.Ozegovic@fesb.hr, Milutin.Kapov@fesb.hr

Abstract: The TCP over slow SLIP line measurement traces of purposely initiated FTP sessions

are analyzed in the context of present standardization. Results are used to tune the TCP

parameters where possible. Repeated measurements show improvements in the line utilization.

However, further TCP mechanism development is needed to achieve optimal results.

KEYWORDS: Internet, measurement, TCP, serial line, congestion avoidance

INTRODUCTION

Series of measurements were performed to locate and eliminate the causes of poor

serial line performance. Measurements and performance results are presented in

[11]. Serial Line Internet Protocol (SLIP, [14]) utilization varies, depending on

line rate and MaximumSegment Size (MSS), fromextremelylow 18% to very

good 95%. Recorded traces show differences in Transmission Control Protocol

(TCP) implementations between various UNIX brands. The performance depends

not onlyon initial Retransmission Timeout (RTO), but also on TCP algorithms´

variations.

In this work, the TCP functionalityanalysis byalgorithmcheck is described. In

Chapter 1. a surveyof the current TCP standardization is given. Chapter 2.

contains the analysis of measurement traces. In Chapter 3. the TCP parameter

tuning is proposed and checked. Overall TCP algorithmanalysis is outlined in

Chapter 4. Conclusions are derived.

1. CURRENT TCP STANDARDIZATION

The basic TCP standard can be found in [12]. However, since it suffered several

functional deficiencies and ambiguities, the efforts to upgrade it have arisen soon.

In [3] one can find the proposal for ŜillyWindow Syndrome~ avoidance and

D̂elayed ACK~ algorithms, [13] clarifies the issue of MSS, [10] deals with the

congestion control, modifying transmitter and receiver behaviour and proposing

ICMP Source Quench message use. Several papers appeared in Proceedings and

Journals, including [9] dealing with Retransmission Timeout (RTO) algorithms,

and [4] where Slow Start, Congestion Avoidance and Round Trip Time (RTT)

measurement algorithms are proposed. Finally, in [1] some of the proposed modifications are accepted as official standards, clarifying ambiguities and

proposing required as well as recommended host characteristics.

The protocol standardization includes Protocol Data Unit (PDU) specification,

which can be stated as êxterior~ protocol definition, because communicating

processes know about each other onlybymeans of PDUs received. However, it is

widelyunderstood that PDU definition is not sufficient. Protocol standardization

includes various algorithmspecifications, which can be stated as înterior~

protocol definitions, determining the behaviour of PDU senders and receivers. The

main organizational difference between the two is that updates of exterior

specification need simultaneous software changes in all network computers (and

nodes), while interior protocol changes mayprovide compatibilitywith previous

implementations. No simultaneous software changes are required.

In TCP standardization, the PDU header format as defined in [12] has not been

changed afterwards. Several proposals for various option additions have been

issued, but none of themofficiallyaccepted. Main TCP extensions were specified

as interior definitions. Software developers must include the algorithms proposed

in [3, 4, 9, 10 and 13]. Namely, TCP implementation should avoid sillywindows,

delayACKs, inhibit sending small packets (Neagle´s algorithm), use exponential

backoff of RTO, hold backoff RTO after first acknowledgment (Karn´s algorithm),

calculate RTO fromRTT using variance, use slow start algorithm, and use

congestion avoidance algorithmwith congestion window linearlyincreasing and

exponentially decreasing.

After [1], work on further TCP refinement has been concentrated in the field of

congestion control and avoidance. Several interior definitions have been proposed,

but no one officiallyaccepted. The algorithms under development include fast

retransmit [4], fast recovery[5], selective acknowledgments [7], and congestion

avoidance on the basis of RTT measurements [2, 16]. Current TCP

implementations include fast retransmit and receiver sending ACK on every

segment algorithms (known as Tahoe TCP). Some vendors deliver TCP with fast

recoveryincluded (known as Reno TCP), and some implement high speed - high

delay network extensions [8].

2. ANALYSIS OF TCP TRACES

Measurements of serial line utilization were performed systematicallyas described

in [11]. Traces fromthat activitywere used to analyze the functionalityof TCP

implementations available. Recorded traces were captured byTCPDUMP utility

[6] on LINUX host, containing TCP headers of intentionallyactivated FTP

sessions. A 38 kbyte compressed file was transferred.

The measurement network topologyis shown in Figure 2.1. Data were transferred

fromTCP sender over Ethernet installation to the serial line controller Cisco

CS500, then via slow SLIP connection to the TCP receiver. The impact of slow

line on TCP connections in this topologyis dominant and other delays can be

neglected. This can be quantified in terms of Minimal RTT (RTT

0

, [11]). Chosen

topologysimulates actual modemaccess connections well, considering average

users run mostly Web browsers through the local proxy server.

Figure 2.1. - The measurement network topology

Three brands of TCP implementations were available. There were SUN

SPARCstation 20 workstation with Solaris 2.4 rev. 3/95 operating systemsoftware

installed, DECstation 5000 workstation running ULTRIX V4.2a rev47 OS and

LINUX Slackware 1.2.3. systems on DEC Venturis PCs. In all experiments, the

TCP receiver was Trumpet Winsock V2.0 revB with receive window set to

10*MSS. Typical and worst case behaviours are analyzed. Selected traces are not

comparable. For performance comparison, see [11].

2.1. TCP traces of Solaris adria.fesb.hr

The Solaris acceptablygood trace is observed for rate R=14400 b/s and MSS=512

bytes. The typicallyinadequate trace is for R=14400 b/s and MSS=1460 bytes,

Figure 2.2.

E\WHV