TCP SERIAL LINE EFFICIENCY MEASUREMENTS ON CARNET

FESB NODE

-8/,-(�2#(*29,@�/$’$�35$9’,&$

FESB Split, tel. 021 563777, fax. 563877

Julije.Ozegovic@fesb.hr, Lada.Pravdica@fesb.hr

Abstract: Measurements in the Internet environment are often conducted on Ethernet LANs,

placing interfaces in the promiscuous mode of operation. Various types of frames and protocol

data units can be traced and recorded for later analysis. The TCP measurements of purposely

initiated FTP sessions are performed to analyze the causes of poor serial line performance. In

this work, the measurement environment and network configuration, as well as some basic

results, are described.

KEYWORDS: Internet, Ethernet, measurement, TCP, serial line

INTRODUCTION

The serial access users of CARNet FESB node have suffered poor performance,

even when using 14400 b/s modems (some students still use 2400 b/s modems). A

series of measurements were performed to locate and eliminate the causes of that

fact. The measurement possibilities were analyzed, the network configuration was

chosen, and actual measurements were performed systematically.

In this work, the procedures of actual measurements are described. In Chapter 1.

the measurements in the Internet environment are defined. Chapter 2. deals with

various protocol data units (PDUs) and header formats expected on the Ethernet

LAN. In Chapter 3. we describe actual network structure and measurement setup.

Some basic results are presented in Chapter 4. Conclusions have been derived.

1. MEASUREMENTS IN THE INTERNET ENVIRONMENT

Internet as the network of networks, is structured byconnecting various local area

networks using direct links, or through backbone networks. In such environment,

most LANs are Ethernet CSMA/CD installations. Furthermore, Ethernets are not

used onlyfor user equipment connections, but also as an efficient wayto

implement complex multi-gateway sites.

The main measurement opportunityin Ethernet based installations is the fact that

all of the data traffic pass over the same cable, thus allowing simple connection of

measurement equipment. In such environment, the access to all of the

communication system architecture layers is possible.

On the physical level, various signal qualitytests can be performed. In this work,

we have been concerned with higher level measurements. This means that we have

supposed correct operation of connected stations, and measurement attachment

was just another computer connection.

The data link layer measurements on Ethernet LAN involve frame capturing and

tracing. Although this activitycan gain information on cable load and some

statistics (e.g. number of collisions), it is the basic procedure to access protocol

data units (PDUs) of higher level protocols. Ethernet interface hardware is turned

to p̂romiscuous~ mode of operation, meaning that destination addresses are

ignored and all frames are reported to the capturing process.

Higher layer measurements are based on frame analysis and filtering. Selected

information is then saved in raw (binary) or interpreted (textual) format for later

analysis, or some statistical information is displayed in real time. Filtering is

defined bylogic equations, dealing with protocol types and host addresses. Only

frames that satisfy the equations set, are recorded.

The saved traces are used for network and protocol diagnostics, including host

malfunction detection, address problemresolution, bottleneck location and

protocol evaluation. To achieve these goals, traces mayinclude frame information

(Ethernet addresses) and higher protocol headers, associated with the time of

capture. Time can be expressed as relative (to the beginning of measurement) or

absolute value with adequate resolution (tenths of milliseconds are satisfactoryin

most cases). For user security reasons, only packet headers are traced.

Finally, the capturing equipment should be able to process cable traffic, or

otherwise frame losses could occur.

2. INTERNET PROTOCOL SUITE

The Ethernet measurement traces include various PDUs, ranging fromdata link

f r a m e s t o u s e r l e v e l s e r v i c e p a c k e t s . T h e I n t e r n e t p r o t o c o l s u i t e i s o u t l i n e d

i n F i g u r e 2 . 1 .

Figure 2.1. - The Internet protocol suite

On the data link level, various Ethernet frame formats are present. On the network

level, IP, ICMP, ARP and RARP packets are found. Transport level includes basic

TCP and UDP packets, as well as various gatewayprotocol data. Finally, on the

applications level, various services like FTP, TELNET and WEB generate their

data. In this work, only data link, network and transport protocols are considered.

The set of four frame formats [2, 11] can be expected on Ethernet installations,

depending on network protocols sharing the same media. Software solutions for

protocol multiplexing are available fromvarious manufacturers, including ODI

(Open Data-Link Interface) specification fromNovell and NDIS (Network Driver

Interface Specification) fromMicrosoft/3Com. Frame header length varies from4

to 6 words.

When standard computer connection is used for Ethernet measurements, the frame

recognition capabilityis the same one included in the network interface driver.

The driver is also responsible for the promiscuous mode operation of the

hardware, as well as for the efficiencyof frame capturing in the heavyload

condition. Frame buffering is recommended.

In the Internet network layer, protocols that directlyuse Ethernet frames are found.

The main protocol for user service is Internet Protocol (IP, [8]), while other

protocols are used for network operations. Internet Control Messages Protocol

(ICMP, [7]), despite using IP addresses, is considered network layer protocol, and

is used for various traffic management functions. Address Resolution Protocol

(ARP, [6]) and Reverse Address Resolution Protocol (RARP, [1]) are auxiliary

protocols in Ethernet environment, utilised to assign IP to Ethernet addresses.

When frame traces are captured, the complete headers of PDUs should be

recorded. Neglecting the options, the minimumlength of IP header is 5 words (20

octets). Intelligent trace software can store option information adaptively.

The ICMP header is included inside the IP packet. However, because of its

purpose this protocol is considered a network layer protocol. A total of 8 words

(32 octets, IP header included) should be recorded.

ARP and RARP protocols, although different in purpose, have similar header

format. The minimum of 7 words (28 octets) is to be recorded.

The Transmission Control Protocol (TCP, [9]) and User DatagramProtocol (UDP,

[10]) are most frequentlyused protocols in transport layer. TCP provides

connection oriented, deliveryguaranteed end to end service, while UDP provides

connectionless transport without deliveryguarantees. The TCP header is included

inside the IP packet. The record length should be 10 words (40 octets). UDP

header is also included in the IP packet. Total record length is at least 16 words

(64 octets).

3. EXPERIMENTAL MEASUREMENTS

Actual measurements were performed using the test configuration outlined in

Figure 3.1.

Figure 3.1. - The test network configuration

The main host server, also running the WWWproxysystem, is SUN

SPARCstation 20 workstation with Solaris 2.4 rev. 3/95 operating systemsoftware

installed. On the same cable, several DECstation 5000 hosts with ULTRIX V4.2a

rev.47 serve as domain name server and the general purpose workstations. Linux

Slackware 1.2.3. systems on DEC Venturis PCs are connected as department

servers, with WEB, FTP and other services installed. Finally, Cisco CS500 serial

line servers are used for remote access. Various PCs are used as user workstations.

The measurement configuration involved one of everyTCP brand available. SUN

workstation was adria.fesb.hr, signed â~ in measurement results, ULTRIX system

was papundek.fesb.hr, signed as p̂~, and LINUX host was zel.fesb.hr, referenced

as ẑ~. All of themwere activated as TCP senders in remotelyinitiated FTP

sessions.

On the other side of the measurement link, the PC workstation giu.fesb.hr was

involved running Windows for Workgroups 3.11 with Trumpet Winsock V2.0

revB and WS-FTP ver 95/07/30 shareware FTP client. EWAN ver 1.052 telnet

client was used to control the measurement server. WS-FTP with Trumpet

Winsock were used in actual measurements as TCP receiver.

Cisco CS500 modemserver with SuperLAT software installed was used for

remote access. For speeds up to 14400 b/s, the public switched telephone network

access using V series internal modemand V.42bis compression was involved. For

higher transmission speeds, the opticallyisolated current loop interface was installed. The purpose of modemaccess was to simulate average remote user as

much as possible, while the direct connection provided the possibilityof higher

speed measurements. However, a compressed file was transferred to obtain

comparable results on both types of connection. On serial link, the Serial Line

Internet Protocol (SLIP) with compressed headers was used.

The TCP measurement systemwas LINUX installation on artemis.fesb.hr host.

The standard TCPDUMP [4] software utilitywas used to filter out and record the

FTP session packets, including control and data TCP connections. The packets

were recorded in standard (interpreted) format. We used the text parser to

transformthe measurement traces to spreadsheet readable format. The imported

data were drawn as scattered charts. Figure 3.2. contains few sample traces from

TCPDUMP output file.

WLPH�V�

E\WHV